Securicon, LLC - U.S. Cyber Command (USCYBERCOM) Vulnerability Analyst -

Position Description

Position Title: USCYBERCOM Vulnerability Analyst

Location:

Description:

Country: United States
State: Maryland
City: Fort Meade

Securicon, LLC is seeking qualified applicants for on-site customer
support for the United States Cyber Command (USCYBERCOM) located
near Fort Meade, MD. USCYBERCOM is a USSTRATCOM Component
whose mission is to operate and defend the Department of Defense
(DOD) Global Information Grid (GIG).

The qualified applicant will become part of Securicon’s support to the
USCYBERCOM J34 Network Defense Division. The qualified applicant
will serve an important role as a Vulnerability Analyst on the Information
Assurance Vulnerability Management (IAVM) Team.

The J34 coordinates and oversees the distributed NetOps workforce in
the execution of current Computer Network Defense (CND) and
Information Assurance (lA) policies and procedures, with the goal of
assured information availability, protection, and delivery in order to enable
decision superiority to the warfighter. The applicant will be involved in a
wide range of CND and IA activities related to the secure operation of the
GIG.

Responsibilities:

Research, analyze and assess vulnerabilities to determine the potential
impact to the DOD Information Network (DODIN).

Create and disseminate IAVM Notices to identify and address emerging
vulnerabilities that impact DODIN systems.

Create Situational Awareness Reports and other technical reports related
to emerging vulnerabilities that impact DODIN systems.

Determine and direct appropriate actions to mitigate/remediate
vulnerabilities affecting DODIN systems.

Communicate with vendors to ensure identified vulnerabilities within their
products are addressed and DODIN systems are adequately protected.
Provide technical and procedural recommendations for the development of
IAVM program initiatives to identify and address emerging vulnerabilities
and threats.

Represent the USCC IAVM Team at conferences/meetings.

Support tactical, operational, and strategic planning for Defense in Depth
initiatives by gathering information, conducting analysis, developing a
viable Course(s) of Action

Provide technical analysis and briefings to senior military and civilian
leadership up to the FO/GO level on emerging vulnerabilities and network
defense actions
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Position Description

Requirements — Must Have:

Preferred:

Active Top Secret / SCI Clearance with ClI Polygraph

In depth knowledge of Computer Network Exploitation techniques
Experience in application of Information Assurance (IA) and Computer
Network Defense (CND) concepts, practices, and tools

Strong information security/cyber security background.

Ability to communicate complex technical and programmatic information.
Self-starter with the ability to work independently.

Strong Writing, Presentation and Communication Skills.

Ability to work well in a team setting.

Knowledge and experience with DoD Combatant Commands, Military
Services, Agencies, and Field Activities operations and missions.
Experience interpreting, applying and advising others on DOD IA/CND
policies, guidance, and regulations.

B.S. Degree in computer/engineering related field

About Securicon:

Securicon, LLC is fast-growing security consulting company comprised of
highly-skilled information security professionals brought together from
numerous industry leading security organizations and public sector
agencies. Securicon professionals have provided years of advanced
security consulting to hundreds of commercial, federal and state
organizations in developing comprehensive security strategies and
implementing risk-appropriate security solutions to directly address each
client’'s unique security needs.

Contact Information

Contact:

careers@securicon.com
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