Position Title: Cyber Risk Analysis Engineer

Location:  Country: United States
State: Virginia, Fort Belvoir

Description: Securicon, LLC is seeking qualified applicants to provide risk
and impact analysis support for a Department of Defense client in the Fort
Belvoir, VA area. The candidate will develop, implement and maintain an
agency-specific risk and consequence model and methodology to
conduct risk and impact analysis of agency infrastructure and
components. The candidate will work closely with agency management
and staff to gather information about agency IT components and then
input this information into the risk and consequence model to assist
agency officials in making IT decisions based on the risks presented by
acting or not acting on changes to IT infrastructures given the dynamic
changes to the threat and vulnerability landscapes.

This is not a typical information assurance/information security position. It
requires a combination of substantial technical knowledge of cyber
security, along with a “big picture” understanding of how to measure risk
and remediate vulnerabilities at the enterprise and system level and the
ability to develop and implement ideas into the model.

The model developed will utilize information on the current agency IT
infrastructure and perform quantitative calculations to assist in making
intelligent risk-based decisions.

Requirements — Must Have:

e Experience level 5-15 years

e Experience with cyber risk analysis and management

e Self-starter with the ability to work independently, and to work well
cooperatively in a group

e Strong writing and presentation skills and the poise to counsel senior
management on cyber security issues

e TS Clearance, SSBI Investigation

Requirements — Preferred:
e Cyber Risk Analysis and Management experience within DOD
e Experience with federal cyber risk management and NIST security
standards and guidelines
e BS Degree in IT or Secuirity field preferred (may be substituted for
years of experience)
e SCI preferred



e 8570 IA Security and computing environment certifications
preferred, but must attain in 6 months

About Securicon:

Securicon, LLC is fast-growing security consulting company comprised of
highly-skilled information security professionals brought together from
numerous industry leading security organizations and public sector
agencies. Securicon professionals have provided years of advanced
security consulting to hundreds of commercial, federal and state
organizations in developing comprehensive security strategies and
implementing risk-appropriate security solutions to directly address each
client’s unique security needs.

Contact Information

Contact Email: careers@securicon.com

Phone: 703-914-2780 ext 107

Company: Securicon, LLC

Location: 5400 Shawnee Road, Suite 206
Alexandria, VA 22312



