
Position Title: Network Operations Security Analyst 

 

Location: Country: United States 

State: Virginia 

 

Description: Securicon, LLC is seeking qualified applicants for a network 

operations security analyst in support of a Department of Defense client 

who will be responsible for maintaining the integrity and security of 

enterprise-wide systems and networks.  The candidate will support security 

initiatives through both predictive and reactive analysis, articulating 

emerging trends to leadership and staff. 

 

The candidate will coordinate resources during enterprise incident 

response efforts, driving incidents to timely and complete resolution. The 

candidate will employs advanced forensic tools and techniques for 

attack reconstruction, including dead system analysis and volatile data 

collection and analysis. The candidate will support internal 

HR/Legal/Ethics investigations as forensic subject matter expert.  The 

candidate will performs network traffic analysis utilizing raw packet data, 

net flow, IDS, and custom sensor output as it pertains to the cyber security 

of communications networks. Reviews threat data from various sources 

and develops custom signatures for Open Source IDS or other custom 

detection capabilities. Correlates actionable security events from various 

sources including Security Information Management System (SIMS) data 

and develops unique correlation techniques. 

 

The candidate will utilizes understanding of attack signatures, tactics, 

techniques and procedures associated with advanced threats. The 

candidate will must be able to demonstrate hands-on experience and 

ability to train others in ArcSight.  The candidate will develop analytical 

products fusing enterprise and all-source intelligence. May conduct 

malware analysis of attacker tools providing indicators for enterprise 

defensive measures, and reverse engineer attacker encoding protocols. 

The candidate will interface with external entities including law 

enforcement organizations, intelligence community organizations and 

other government agencies such as the Department of Defense.  

 

Requirements – Must Have: 

• Experience level 5-15 years 

• TS Clearance, SSBI Investigation  

 

Requirements – Preferred: 

• BS Degree in IT or Security field preferred (may be substituted for 

years of experience) 



• SCI preferred 

• 8570 IA Security and computing environment certifications 

preferred, but must attain in 6 months 

• Self-starter with the ability to work independently 

• Strong Writing and Presentation Skills 

• Ability to work well in a team setting. 

 

About Securicon: 

Securicon, LLC is fast-growing security consulting company comprised of 

highly-skilled information security professionals brought together from 

numerous industry leading security organizations and public sector 

agencies. Securicon professionals have provided years of advanced 

security consulting to hundreds of commercial, federal and state 

organizations in developing comprehensive security strategies and 

implementing risk-appropriate security solutions to directly address each 

client’s unique security needs. 

 

Contact Information 

Contact Email: careers@securicon.com 

Phone: 703-914-2780 ext 107 

Company: Securicon, LLC 

Location: 5400 Shawnee Road, Suite 206 

Alexandria, VA 22312 

 

 


