Securicon, LLC - Senior Web Application Security Emgineer/Consultant

Position Title:Senior Web Application Security Engineer

Location:

Description:

Country: United States
State: Virginia
City: Alexandria

Securicon, LLC has an immediate opening for a@aneb Application Security
Consultant its Alexandria, Virginia office. The sessful candidate will conduct
application and network security assessments ditdependently or as part of a
larger assessment team.

Successful candidates will enjoy analyzing softwdeeigns and implementations
from a security perspective. The majority of warke will be spent performing
security audits, risk analysis, application-levelnerability testing and security
code-reviews.

The position will be responsible for communicatregommendations to clients in
verbal and written format. The successful candidallemaintain up-to-date
knowledge of security threats, countermeasuresirisgtools and network
technologies with a focus on web application segufihe position will be
required to develop and maintain client relatiopstand occasionally assist in the
sales process.

Responsibilities:

» Perform web application vulnerability assessments@enetration tests, as
well as other client work related to Securicontsusiy professional services.
This may also include code review projects, netvgasurity assessments,
server configuration reviews, firewall policy rewig and other security
consulting.

* Analyze the results of engagements to determineevabilities and risks
within client networks, systems and applications.

» Maintain technical proficiency including the shayiof technical knowledge,
enhancing report and deliverable templates andawipg the overall
methodology for conducting application assessments.

» Identify and implement improvements in existingg@sses and procedures.

» Develop and produce high-quality written deliveesbior clients.

* Must be able to travel to client sites to perforentain services. Estimate 30-
40% travel during peak times, lower other times.

Requirements — Must Have:

» Experience working alone or on small teams fornészl security projects.

» Experience performing web application penetratesid, network penetration
tests, server configuration reviews, firewall pglreviews.

» Strong computer/network security background.

» Strong writing and presentation skills.

» Self-starter with the ability to work independently

» Ability to work well in a team setting.
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* Must be authorized to work in the U.S and ableuicessfully pass a

background investigation.
Preferred:

* Industry Certifications a plus.

* Security knowledge/experience with one or morenheffollowing
technologies:

PHP, .NET, ASP, ColdFusion, Java, SQL
» Degree in Information Security, Computer Sciencés lr related field.

Contact Information:

Contact: Securicon, LLC
5400 Shawnee Road
Suite 206
Alexandria, VA 22312
703-914-2780 ext 107
careers@securicon.com




