Securicon, LL.C — Joint Task Force — Global Network Operations (JTF-GNO)

Position Description

Position Title:Sr. IA Network Defense / Cyber Security Consultant

Location:

Description:

Country: United States
State: Virginia
City: Arlington

Securicon, LLC is seeking qualified applicants for on-site customer
support to the Joint Task Force Global Network Operations (JTF-GNO)
Command located in Arlington, VA. JTF-GNO is a USSTRATCOM
Component whose mission is to operate and defend the Department of
Defense (DoD) Global Information Grid (GIG).

Within the JTF-GNO Network Defense Division (J34), personnel will
coordinate a wide range of current CND/IA activities to include:

Review, track, and oversee global incident handling, incident response,
and NetOps CND actions and operations affecting the GIG

Conduct in depth network traffic analysis to identify and investigate
network security anomalies, incidents, and intrusions

Develop mitigation strategies and courses of actions to address
emerging cyber security threats, incidents, and vulnerabilities

Provide technical recommendations for new CND/IA program
initiatives to enhance enterprise network defense protection and
monitoring capabilities

Perform the Computer Network Defense Service Provider (CNDSP)
functions of Protect, Detect, Respond IAW DODI 8530

Coordinate the direction, employment, and compliance with DoD
CND/IA policies, directions, and configuration requirements (i.e.
DoDI 8500 series, CICSM 6510, DISA STIGs, etc)

Provide technical analysis and briefings to senior military and civilian
leadership up to the FO/GO level on computer security incidents and
global network defense actions

Requirements — Must Have:

Active Top Secret / SCI Clearance

Experience in application of Information Assurance (IA) and Computer
Network Defense (CND) concepts, practices, and tools

Strong information security/cyber security background.

Ability to communicate complex technical and programmatic information,
often in the form of verbal and visual operational updates, situation
reports, and briefings.

Self-starter with the ability to work independently.

Strong Writing and Presentation Skills.

Ability to work well in a team setting.

Preferred:



Securicon, LL.C — Joint Task Force — Global Network Operations (JTF-GNO)

Position Description

Knowledge and experience with DoD Combatant Commands, Military
Services, Agencies, and Field Activities operations and missions.
Experience interpreting, applying and advising others on DOD IA/CND
policies, guidance, and regulations.

B.S. Degree in computer/engineering related field

Compliance with DoD Directive 8570.01 (CISSP or IAM3/IAT3
certification)

About Securicon:

Securcion, LLC is fast-growing security consulting company comprised of
highly-skilled information security professionals brought together from
numerous industry leading security organizations and public sector
agencies. Securicon professionals have provided years of advanced
security consulting to hundreds of commercial, federal and state
organizations in developing comprehensive security strategies and
implementing risk-appropriate security solutions to directly address each
client’s unique security needs.

Contact Information
Contact Email: careers@securicon.com

Phone:
Title:
Company:

Securicon
Location:

703-914-2780
Manager JTF-GNO Services
Securicon, LLC

5520 Cherokee Ave.
Suite 230
Alexandria, VA 22312



